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KEYWORDS ABSTRACT
Reliability, The reliability and safety of any system is the most important
Dependent Failure, qualitative characteristic of a system. This qualitative characteristic

Common Cause Failure,
Reliability Block Diagram,
ynamic Positioning System.

is of particular importance in systems whose functions are under
various stresses such as high temperature, high speed, high pressure,
etc. A considerable point, which is rarely taken into account when
calculating the reliability and safety of systems, is the presence of
dependency among subsystems, and this dependency causes various
failures in a system, one of the most important of which is the
common cause failure (CCF). Failing to consider common cause
failures in the calculation of system reliabilities leads to optimistic
estimations of system reliability rates, which results in too much trust
in the system. In this paper, first, we deal with identifying the
reliability of the input of a dynamic positioning system consisting of
different environmental sensors and various positioning systems with
the aid of PBS and FFBD techniques. Then, we will calculate and
allocate the above-mentioned reliability with the aid of a RBD. The
common cause failures of different subsystems are considered in
calculating the reliability of the previously mentioned system with the
aid of IEC 61508 standard, and then the degree of effectiveness of
common cause failures in reliability of the studied system is obtained.
Finally, by considering different assumptions for the system under
study, it is proved that the less the amount of the reliability of
dependent components is, the higher the effectiveness of common
cause failures in the system reliability will be.
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1. Introduction areas, production of various components and

With the advent of new technologies and equipment, and intense competition among
manufacturing processes [1] in various sensitive various companies, the importance of the proper
function of these components and equipment is

* perceived more than ever before. In addition, a
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[2]. Engineer’s main concern about the systems
is, largely, the proper functioning of equipment at
the designated time. One of the primary tasks of
any product is to meet the consumers' demands
and needs, as well as to satisfy a reasonable level
of reliability [3,4]. Modern engineering products,
including single components to large systems,
must be designed and manufactured in a way as
to possess the required reliability during their
mission. In any industry, when a system stops
working or experiences disorders, it becomes
risky and harmful in various terms, such as in
economic, human, political terms, etc [5].
Reliability is one of the most important
qualitative  characteristics of components,
products, and large and complex systems,
especially satellite-carrier and space structures,
nuclear systems, ships, and submarines [6]. What
is certain is that reliability is different in various
products. For instance, a nuclear submarine,
which travels long distances under the ocean, and
a spaceship, which passes through the
atmosphere, cause different perceptions about the
concept of reliability [7].

Reliability is a general concept, known as a
positive characteristic for an individual or a
product for many years. The beginning of its use
was in 1816, much older than what many people
expect it to be. A poet named Samuel Taylor
Coleridge [8] invented the word “reliability” for
the first time. Shortly after 1912, after the Titanic
ship disaster, researchers in the field of designing
systems with parallel and/or spare channels [9]
conducted a research to prevent similar accidents.
The nature of this study was to increase system’s
reliability with the aid of designing systems with
parallel components. In the 1920s, improvement
in products was achieved using the statistical
quality control developed by Dr. Walter
Shewhart at Bell Labs [10]. However, these cases
have just been a small part of efforts made by
researchers and engineers to enhance reliability.
It should be taken into consideration that until
World War II, reliability had been defined as a
word, meaning the quality of being able to be
trusted or as repeatability. With reliability being
refined and redefined by the United States Army
in the 1940s, the new definition has been used
ever since. As mentioned, many things had been
done in the past to enhance lifetime and
reliability of products, but the beginning of using
the concept of reliability, in its current form, was
in the 1940s [11].

In the 1940s, as World War II began and complex
military tools were produced, Le Sueur and

Murphy carried out the modelling of reliability.
During this period, many of the tasks related to
reliability were done by conducting tests on
materials and their fatigue. Miner published the
first articles in the field of reliability under the
title of "Cumulative damage in fatigue" in ASME
Journal in 1945 [11]. Maybe it can be said that
the serious emergence and birth of reliability
engineering was in the 1950s due to many
activities, such as efforts to improve the
reliability of devices through data collection and
design, formation of the first symposium on
quality and reliability engineering, formation of
Agree and IEEE study groups, publication of first
books in this field by Baszucki, development of
statistical techniques, and presentation of U.S.
military handbooks as instructions for the
application of reliability in electronic components
[12], done during this period to consolidate
reliability engineering. Nevertheless, the growth
of the concept of reliability continued, and
several activities were done in this regard in the
next decades. Considering the birth and growth of
reliability in the 1950s, 1960s, and 1970s, this
discipline has grown significantly after spending
these three decades. As mentioned, in the decades
before the 1950s, events, such as the Titanic ship
disaster and so on, had attracted engineers and
scientists' attention. However, due to the absence
of the concept of reliability engineering in its
current form, most engineers and scientists began
to think of solutions such as enhancing the
quality of components or developing parallel
systems, without any precise calculation and
without full knowledge about the system
reliability in its current conditions. But, in the late
1970s and 1980s, we witnessed multiple
incidents in various industries; namely, New
York blackout in 1977, the Three Mile Island
nuclear accident (the United States' worst nuclear
accident, and the first nuclear reactor disaster)
that occurred in Three Mile Island in the United
States on March 28, 1979, the Chernobyl nuclear
accident (the worst civilian nuclear accident in
the world history), which occurred in Reactor No.
4 at the Chernobyl plant in Ukraine in April 26,
1986. In addition, some incidents occurred in the
chemical industry, such as the Flixborough
disaster in 1974 and The Seveso accident in 1976
in North of Milan in the Lombardy region. The
Bhopal accident occurred in Bhopal, India in
1984, as a result of which a toxic gas was leaked
from the pesticide plant of the United Carbide
American Company, and this disaster resulted in
several thousands of deaths and more than 300
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thousand injuries. In addition, in aerospace
industry, the space shuttle Challenger explosion
occurred in 1986. The space shuttle Challenger
was exploded into several pieces 73 seconds after
its flight, leading to the deaths of all of its seven-
crew members. Moreover, all of these events
have imposed increasing pressure on various
industries to be required to pay attention to the
assessment of reliability, safety, and risk
probability [9, 13]. This study will deal with
measuring input reliability of a dynamic position
stabilization system regarding failure effect of
common cause, which has been done for the first
time in the country. Moreover, it will deal with
analysis of the effect of common cause failures
on the ability of system reliability by the help of
sensitivity analysis. In this study, standard
method IEC 61508 was used to consider the
effect of common cause failures regarding type of
system whose standard will be dealt with in
detail.

2. Dependent Failures

In some cases, we witness that a system fails
more often than its reliability, which has been
predicted based on the independence of members;
in rare cases, the probability of the failure of a
system is much lower than the prediction done.
The mentioned incidents are not because the
probability theory is wrong, but because the
analyst does not have correct and complete
understanding of some dominant causes of
failures in the system; therefore, in most of these
cases, the predictions are optimistic [12]. In the
most cases, studies investigate the reliability
based on censored data from machines
performance for a manufacturing system [14]

The presence of dependency in a system is one
of the problems facing reliability. Dependency
increases the probability of failure, and this type
of dependency is called positive dependency. The
most important problem in failures due to
dependency is the problem of identifying these
dependencies because there are different
dependencies in different systems. From the past
till today, many researchers have conducted
research on dependencies in various systems,
offering multiple classifications of dependencies
in systems. The most famous of which is
Humphreys and Johnston's classification
published by Humphreys and Johnston in an
official document in the UK Atomic Energy
Authority in 1987, which defined the types of
failures occurring in a system due to dependency,
as dependent failures include common cause

failures, common mode failures, and cascading
failures. This classification is very famous and
has been used repeatedly in various studies. For
instance, Giuseppe Maori used this classification
in his doctoral thesis at the University of York in
2000; Wenjing Sun used it in her master's thesis
at the Norwegian University of Science and
Technology in 2013. It has also been used in
many articles; for example, articles by Yuan-Jian
Yang et al. in 2014 and that by Borsk and Holub
in 2008 [15, 16, 17, 18, 19]. This classification is
presented in Figure 1.

DF (Dependent Failure)

CF (Cascading Failure)

CCF (Common Cause Failure)

CMF (Common Mode Failure)

Fig. 1. Classification of the types of dependent
failures [15]

Hence, according to Humphreys and Johnston's
classification, the two failures, i.e., common
cause failures and cascading failures, are the most
important and influential dependent failures,
taking into account that cascade failures mostly
affect electric power distribution systems and are
the main concern of these systems.

3. Common Cause Failures
According to what was mentioned, in sensitive
and important systems such as nuclear power
plants, aerospace industry, submarines, etc., to
obtain a desired reliability level, we should study
the potential fault and reasons of destruction
(fault) in system [20]. That needs precise
calculations and analyses of the system
reliability,  considering that the system
dependency is an important and necessary issue.
Common cause failures and their modelling in
reliability calculations and analyses for the first
time were considered by the United States
Nuclear Regulatory Commission in a study on
the safety of nuclear reactors in October 1975
[21]. But, the Three Mile Island accident, the
world's first nuclear reactor disaster, which
occurred in 1979 due to common cause failures,
drew many researchers' attention to common
cause failures and more accurate calculation of
reliability by taking this factor into account.
various studies, such as studies by Edwards and
Watson in 1979, Smith Watson in 1980, Johnston
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in 1987, Watson and Johnston in 1989, Mosleh in
1991, and Paula et al. in 1991, were carried out
and reports of those studies on the safety of
nuclear reactors were released in 1998 and 2007
[22].

There are multiple definitions for common cause
failures. In a study conducted in 1980, Smith and
Watson examined nine different definitions of
common cause failures, and concluded that none
of these definitions is correct for all engineering
fields. Hence, they stated their definition as
follows [23]:

Inability of multiple, first-in-line items to
perform as required in a defined critical time
period due to a single underlying defect or
physical phenomena, such that the end effect is
judged to be a loss of one or more systems.
Another definition presented by Rausand and
Heyland in 2004 defines common cause failures
as follows [12]:

A dependent failure in which two or more
component fault states exist simultaneously or
within a short time interval and are a direct result
of a shared cause.

As of 1975, many studies have been conducted
on common cause failures, and various models
have been offered for it such as the square-root
Method,  beta-factor  model, multivariate
exponential distribution models [24], alpha-factor
model, binomial failure rate model, and the IEC
61508 standard. Each of these models has its

b2

strengths and weaknesses. In addition, in this
paper, we used the IEC 61508 standard to
consider common cause failures in the calculation
of the reliability of the input of the dynamic
positioning system of the submarine being
studied. The reason for our use of this standard is
that it has regular, accurate, and inclusive
checklists in various fields to quantify the effect
of system dependency on the development of
common cause failures. Of course, the weakness
of this standard is that this standard is only for
sensors and electronic components.

2-1-1. The IEC 61508 standard

The International Electro-technical Commission
(IEC) is an international organization that
publishes international standards for all
technologies related to electrical systems. This
organization was founded in 1906 and has so far
published many standards in the field of electrical
technology. The organization's subcommittee
65A offered standard No. 61508-6 for electrical
safety-related systems. This standard has several
annexes. Annex D offers a method to quantify the
effect of hardware-related common cause failures
[25].

This standard is a very useful and important
standard for system reliabilities to the extent that
it serves as an umbrella for other standards, and
other standards are different branches of this one
for their respective industries. These standards
are presented in Figure 2 [17].

IEC 61508 (ed.2, 2010)

——

-

- o

Fig. 2. The IEC 61508 umbrella standard (Wenjing, 2013).

This standard, with an emphasis on the beta
factor method, looks for some measures taken to
cope with common cause failures so that the
probability of common cause failures in systems
can be reduced at the time of design. However, a
checklist has been prepared based on these
measures so that, by taking into account the
relationships between the system components, we

can calculate the dependency or probability of
common cause failures. It is noteworthy that in
the beta-factor model, we knew this number, i.e.,
B.

These 37 measures are taken in 8 fields that
include:

e Separation and segregation of
components;
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¢ Diversity and redundancy of

common cause failure rate is equal to relation 3

components; below:
o Complexity / Design / Application . Ap = Apy + App 3)
/Maturity/ Experience; According to this standard, undetectable and

Data assessment / analysis and feedback;
Performance / Human relations;
Qualification / Training / Safety culture;
Environmental control,

Environmental tests.

This checklist is for two types of system
components, namely, logical subsystems and
sensors and final clements. In addition, as
mentioned before, some checklists have been
presented in other standards for other
components. For instance, in the TEC 62061
standard, a checklist has been presented for
electronic components in mechanical systems and
industrial machinery.

Using the beta-factor model, common cause
failure rates in a system are obtained by relation
1:

Ap.B (D
Moreover, according to this standard, dependent
failure rates, as shown in relation 2, are half of
the total failure rate of a system:

Ap=052 2)
Dependent failure rates can be divided into two
groups: failures that are outside the coverage of
diagnostic tests (therefore cannot be detected);
failures that fall within the coverage of diagnostic
tests (therefore can finally be detected by
diagnostic  tests). Apy is considered as
undetectable failure rates of a channel and App as
detectable failure rates of a channel. Thus, the

detectable failure rates are equal to relation 4 and
relation 5, respectively, as follows:

Apy = Ap (1 —DC) “4)

}\DD = )\D .DC (5)
where DC is the coverage of diagnostic tests,
determining that the diagnostic tests of the
system cover what percentage of the system.
Hence, the probability of each failure is equal to
relation 6:

Qccf = Apu- Bint

+ 2pp-Bintp ©
In addition, the beta value of calculating the
reliability of no-dependency section is required to
be in the form of (1- B), which is obtained from
relation 7.

B = 2.Bintp (7
The calculation of By and By p is done according
to a checklist presented in Annex D in standard
IEC 61508-6, such that having industry
specialists fill out the checklist, number S will be
obtained according to relation 8 from the addition
of values in columns X and Y. However, for B
p, the only difference is in the value of S, which
is obtained from relation 9.

S=X+Y 8)

Sp=XZ+1) +Y )
where Z value of calculating S in By p, according
to the time intervals for performing diagnostic
tests, is presented in Table 1 for programmable
electronic equipment and in Table 2 for sensors
and/or final elements.

Tab. 1. The value of Z for programmable electronic equipment

The time interval between diagnostic tests

Diagnostic coverage Morfe than 5 Betwefen 1 and 5 Less than 5
minutes minutes minutes
>99% 2.0 1.0 0
>90% 1.5 0.5 0
>66% 1.0 0 0

Tab. 2. The value of Z for sensors or final elements

Diagnostic The time interval between diagnostic tests
coverage Less than 2 Between 2 hours ~ Between 2 days More than 1
hours and 2 days and 2 weeks week
>99% 2.0 L.5 1.0 0
>90% 1.5 1.0 0.5 0
>66% 1.0 0.5 0 0
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According to the obtained number, the values of
Bine and By p are shown in Table3.

Tab. 3. Calculation of ;. or Binp

The result ; S The time interval of diagnostic
or Sp tests
Logic Sensors or final
subsystem elements

120 or greater 0.5% 1%
Between 70 1% 2%

and 120
Between 45 2% 5%

and 70
Less than 45 5% 10%

However, in the cases where our system is a K-
out-of-N system, the value of By, is different. In
such cases, IEC 61508 standard considers some
coefficients for the obtained B. These coefficients
are presented in Table 4 according to different
systems.

Tab. 4. Calculation of p for K-out-of-N

systems
K components N
out of N
components 2 3 4 5

1 Bint 05 Bjm 0.3 Binl 0.2 Bjnt

3. Dynamic positioning system
Dynamic positioning (DP) is a computer-
controlled system to maintain automatically a
vessel's position and heading with the aid of
receiving information from environmental
sensors and positioning systems and by means of
thrust force generated by its propellers [26]. A
dynamic positioning system includes a
mathematical model of a ship, including
information related to the direction of forces
applied to the vessel as well as the dynamic
characteristics of the vessel, and a mathematical
model of driving means, including the rudder,
driving means, controllable propellers, as well as
the location of driving means. The information
gathered by environmental sensors and
positioning systems makes it possible for the
control section to calculate and apply the output
required for the proper angle of motion and the
thrust force needed for each engine [27, 28]. A
dynamic positioning system, like many systems,
has input, processing, and output units. Pressure
sensors, flow sensors, gyroscopes, compasses,
and local and global positioning systems, as
reference systems, are responsible for providing
information regarding the position of the vessel
as well as the magnitude and direction of
environmental factors affecting the position of

2 - L5Bn 0.6 Bine 0.4 Bin the vessel (the wind force, the force of the sea
K waves, etc.) to the computer-controlled system.

3 i i 175 Put 0.8 P Then, the computerized control syst 1
, puterized control system analyzes
4 ) ) ) 2 B this information and issues commands to a
propulsion system made up of thrusters,
propellers, and rudders. These functions are

presented in Figure 3.
Input: Processing: Output:

The reference
positioning system,
Environmental
Sensors

\ 4

Central control
system,Operator

Driving force that
includes: thrusters,
propellers and
rudders

A\ 4

Fig. 3. The 3 sections of a dynamic positioning system

4. System Identification
In this research, we studied the input of the
dynamic positioning system of a submarine. In
the first stage of this research, we first deal with
identifying the system and its subsystems. Then,
we draw a functional flow block diagram to
analyze the function of the system input and the
order in which the components function. Then,
we analyze the function of these subsystems and
the sequence of their functions so that, with the
aid of these analyses, we can identify the existing

dependencies and the type of failures based on
which these dependencies occur among the
subsystems. With the aid of the product
breakdown structure diagram, we found that there
are dependencies among the three subsystems:
pressure sensors, flow sensors, and Gyroscopes.
Then, by analyzing the system and function of
these subsystems, we found that there is a
dependent failure of the type of common cause
failures in these subsystems. Moreover, due to
the nature of these subsystems, in which the lack
of function of no parallel component causes any
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pressure on other components, there is not any
dependent failure of the type of cascading
failures in this system. Continuing, we present
the output of the analyses conducted on the
product breakdown structure and functional flow
block diagrams.

As mentioned, in this research, we identified and
analyzed the subsystems of the system with the
aid of the product breakdown structure diagram.
The product breakdown structure diagram of the
system being studied is presented in Figure 4.

Input

Environmental
sensors

——

.
/\

The reference
positioning system

Flowmeter Pressure
sensor sensor

Compass

DGPS Gyroscope Sonar

Fig. 4. The product breakdown structure diagram of the input of the system being studied

The input of the system being studied is presented in Figure 5: the functional flow block diagram based on

the system levels.

Functional Flow Block Diagram
First 1
level
Receive data
1.1 1.2
Second - - -
level Receive data from Receive data from
environmental sensors positioning systems
1.1.1 1.1.2 1.2.1 1.2.2
Pressure Sensor Performance P;r;?;::g;e Performance
. Performance
Third Flow Sensor positioning system Compass
level
1.2.3 1.2.4
Performance
Performance . .
Gyroscope Acoustic Location
Y finder System

Fig . 5. The functional flow block diagram based on the system levels

Based on the analyses of the product breakdown
structure and functional flow block diagrams, we
dealt with identifying the components, relation,
and function of the input of the dynamic
positioning system. The input of the dynamic
positioning system of the submarine under study
has two subsets: environmental sensors and
positioning systems. Environmental sensors
include flow sensors and pressure sensors, which
are responsible for measuring and determining
the direction of the force exerted by the
environment on the vessel, such as wind force,
sea waves, currents under the sea, and so on.
Nexus positioning systems include global

positioning system (GPS), sound navigation and
ranging (sonar), gyroscope, and compass, which
are responsible for determining the existing
coordinates  relative to the surrounding
environment and the entire Earth. According to
the information received from these subsystems,
the dynamic positioning system under study
controls the ship's motions with the aid of the
driving forces.

5. Calculation of Reliability By
Considering Common Cause Failures
Given that the system has been identified, we
deal with calculating system’s reliability by
considering common cause failures with the aid
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of the reliability block diagram and the IEC
61508 standard in this section. We found from
analyzing the product breakdown structure that
the system being studied has global positioning
system, sound navigation and ranging, gyroscope,
and compass in the positioning section and has
pressure and flow sensors in the system's
environmental analysis section. It should be

noted that through the identification and analysis
of the system, we also found that no depth sensor
has been employed in the said system, and the
depth is calculated using the information received
from the pressure sensor and its analysis. Hence,
the reliability block diagram of the system being
studied is presented in Figure 6.

Pressure

sensor Flow

sensor

Pressure
sensor

Compassl | DGPS | | Sonar

Pressure
sensor

Gyroscope

Gyroscope

Fig .6. The reliability block diagram of the system under study

This diagram is a geometrical method to show
how capabilities of each component lead to
success or failure of a system. The values of
reliability and other information related to the

input subsystems of the dynamic positioning
system of the submarine under study are
presented in Table 5.

Tab. 5. The information relating to the system under study

Name Failure rate (1) Time Assessment Reliability (R)
subsystems reference

Pressure sensor 0.0000252258 400 Catalog 98.996%
Flow Sensor 0.0002644013 400 Catalog 89.964%
Compass 0.00001263135 400 Catalog 99.496%
DGPS 0.00001283135 400 Catalog 99.488%
Gyroscope 0.00005150 400 Catalog 97.961%
Sonar 0.0000254258 400 Catalog 98.988%

In addition, IEC 61508 standard was used to
calculate the reliability of the input of the
dynamic positioning system of the submarine
being studied, by considering the system
dependencies. In the input section of the dynamic
positioning system, there are dependencies in
three subsystems. These three subsystems are
flow and pressure sensors and gyroscopes. The
dependencies existing in all these three
subsystems are of common cause failures type,
and as mentioned before, IEC 61508 standard has
been used for considering this type of
dependency in these three subsystems. The beta
value was calculated according to the checklist of
this standard, filled by industry specialists and
presented in the appendix of this study.

According to this checklist, for pressure sensors,
flow sensors, and gyroscopes, the values of X=

25,Y = 17.5, and Z = 1.5; thus, the beta value is

obtained as follows:

S=X+4Y= 254175 = 395
Sp=X(Z+1) +Y = 25(15+1) + 175

= 80

According to the values obtained for S and Sp,
and as shown in Table 3, the values of By, and By

p are equal to:

Bine = 0.1

Bintp = 0.02

It should be noted that the reason the beta values

of these three subsystems are the same is the
systematic view of the time of design.

To demonstrate the way of calculating the

reliability by considering common cause failures
according to IEC 61508 standard, we have

detailed the way of calculating the reliability of

the set of pressure sensors. According to IEC
61508 standard, the equivalent of the three
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parallel pressure sensors is divided into two
sections, as shown in Figure 7.

Pressure
sensor 1

Common Pressure

o— Cause sensor 2 0
Failure

Pressure
sensor 3

Fig .7. Equivalent of the three pressure sensors

In the first section, given that the coverage of
diagnostic tests is equal to 70% in these three
systems and since Ap = 0.5A in this standard, App
and Apy are equal to:
A =0.0000252258
Ap = 0.5A = 0.0000126126
}\DU = )\D (1 - DC) = }\DX 03

= 0.0000037838
App = Ap*DC = Ap*0.7 = 0.000008829
Thus, according to IEC 61508 standard, the
failure rate of the common cause failure section is
equal to:
Ac =2pp-Bintp + Apu- Bint

= (0.000008829 *0.02)

+(0.0000037838*0.1)

= 0.000000554967
Considering the calculation time of the system
reliability, considered 400 hours, the reliability of
the common cause failure section is equal to:
RC — e—?xt — e—0.00022198704 = 99.9778%
In the second section, according to IEC 61508
standard, where B = 2.By p, the independent
failure rates of all the three parallel components
are equal to:
B=28,,p= 27002 =0.04
Ai= (1—-B)A = 0.960.0000252258

= 0.000024216768
Thus, the reliability of the independent section of
each pressure sensor is equal to:
R = e—?xt: e—0.0096867072: 99.036%
Moreover, according to the calculation of the
reliability of the parallel components, reliability

of the three pressure sensors in the independent
failure section is equal to:
Ri=[1-((1—=R)A—=R)(1—-R3))]

= 99.999910415%
According to the calculation of the reliability of
series systems, the overall reliability of the three
pressure sensors by considering common cause
failures is equal to:
Rt = R¢R;{=99.9778 %> 99.999910415%

= 99.97771%
Nevertheless, if we calculate the overall
reliability of the three pressure sensors without
considering common cause failures, we will
notice that there is a difference between this
value and that of system reliability when
considering this dependency. This difference is of
particular importance in sensitive systems. The
value is calculated as follows:
R=[1-(1-0.99)(1-0.99)(1-0.99)]

= 99.999898795%
Considering the calculations of IEC 61508
standard to measure the common cause failures
for the set of pressure sensors, the same method
is also used to calculate the reliability by
considering common cause failures for the set of
flow sensors and the set of gyroscopes. Hence,
the reliability of these two sets by considering the
probability of common cause failures is equal to:
The reliability of the set of flow sensors =
99.044856%
The reliability of the set of gyroscopes =
99.9163629%
In Figure 8, the reliability of all components is
presented in two states: without consideration of
common cause failures and with consideration of
common cause failures. According to the figure,
there is a difference between the two states in the
three sections: the set of pressure sensors, the set
of flow sensors, and the set of gyroscopes. This
difference is bigger in the set of flow sensors, and
it is small in the two other sets. The reason for
this difference is the reliability value of
components. The smaller the reliability of
components is, the bigger the difference between
the state of considering common cause failures
and the state of not considering common cause
failures will be. As a result, common cause
failures have significant impact on the
subsystems whose components have a reliability
rate of lower than 90%.
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——— Calculation of the system reliability without consideration of common cause failures
—— Calculation of the system reliability with consideration of common cause failures
Set of pressure sensors

DGPD

Set of gyroscopes

Compass

Set of flow sensors

Fig . 8. The reliability of all components is presented in the states of without consideration of common
cause failures and with consideration of common cause failures

According to the calculation of the reliability of
series systems, reliability of the input of the
dynamic positioning system of the submarine,
including pressure sensors, flow sensors,
compasses, DGPS, gyroscopes, and Sonar, is
equal to:

0.9696
0.96958
0.96956
0.96954
0.96952

0.9695
0.96948
0.96946
0.96944
0.96942

0.9694
The reliability of the studied
system without consideration of
common cause failures

RInput = RPre- Rcurr- R Com* RDGPS- RGyro- Rsona
= 96.3413067%

However, if we calculate the system reliability

without consideration of common cause failures,

it will be equal to:

R =96.95729849 %

Figure 9 compares these two values, obtained by

the two calculation methods.

The reliability of the studied
system with consideration of
common cause failures

Fig .9. Comparing the system reliabilities in the states of without consideration of common cause
failures and with consideration of common cause failures

By comparing these two values, the impact of
dependency on the system reliability is obtained,
which is equal to Ep, and in the studied system, it
is equal to:

Ep, =0.011141525%

Given that the impact of dependency is a small
(little) amount in the studied system, two points
should be taken into consideration. First, this
value may be small, but it is of particular
importance due to the severity of the impact of its
occurrence, which affects the whole system. This
fact is also expressed via the technique of
analyzing the potential failure modes and the

results. i.e., in addition to the possibility of the
occurrence of failure, the severity of its
occurrence is important too. Second, the reason
why this value is small in the system under study
is that the reliability of dependent components is
very high. If the reliability of dependent
components is lower, this difference will also be
greater and more tangible.

To find out the effect of common cause failures
on reliability of the system under study, analysis
of the sensitivity will be dealt with, such that
level of such a variable effect ( level of effect on
common cause failures) will be studied in

International Journal of Industrial Engineering & Production Research, June 2017, Vol. 28, No. 2


https://ijiepr.iust.ac.ir/article-1-730-en.html

[ Downloaded from ijiepr.iust.ac.ir on 2025-07-19 ]

Calculation and Analysis of Reliability with Consideration of  Ali Eghbali Babadi, Mahdi Karbasian &

Common Cause Failures (CCF)

Fatemeh Hasani 185

different circumstances in system reliability and
the results be analyzed.

6. Sensitivity Analysis:

To analyze the sensitivity, basic variables will be
considered in two other circumstances (The
reliability amount of components with
dependencies). Reliability of the components
with dependencies is considered %90 in the
second case regarding measurement. In the third
condition regarding measurement, reliability of
the components with dependencies is considered
%80. With the help of such an analysis, effect of
dependency level (common cause failure) will be
measured in system reliability regarding different
values.

In the second state, the reliability of dependent
components, including pressure sensors, flow
sensors, and gyroscopes, is assumed to be 90%. It
should be mentioned that the dependency of

components is assumed the same initial value. In
this state, the impact of dependency on the
system reliability is equal to:

Ep, =0.38%

In the third state, the reliability of dependent
components, including pressure sensors, flow
sensors, and gyroscopes, is assumed to be 80%. It
should be mentioned that the dependency of
components is assumed the same initial value. In
this state, the impact of dependency on the
system reliability is equal to:

Ep, = 4.4032%

According to sensitivity analysis in figure 10, the
effect level of dependent failures (common cause
failures) is provided according to considered
assumptions in the studied system reliability.

The mmpact of dependency in the three intended states

0.05
0.04
0.03
0.02

0.01

state 1

state 2

state 3

W The impact of dependency in the three intended states

Fig. 10. The impact of dependency on the three intended states

7. Conclusion

In this study, first, we dealt with system
identification with the aid of product breakdown
structure (PBS) and functional flow block
diagram (FFBD) techniques. In the analysis and
identification of the system under study, the
presence of dependent failures was detected, and
by investigating the nature of the subsystems in
which dependencies existed, the system's
dependent failure was determined to be a kind of
common cause failures. Then, system reliability
was measured thanks to reliability block diagram.
According to the nature of the system and with
the help of IEC 61508, dependency of the system
under the study, which was of common cause
failure, was considered in measurements and an
accurate amount of system reliability was
determined.

In this study, when we compare the value of
reliability, by taking into account the system
dependency, which is a type of common cause
failures in the studied system, and the value of
system reliability without considering the system
dependency, we noticed that there is a difference
between these values, and this difference is of
particular importance in sensitive systems.

It has been shown regarding sensitivity analysis
that if subsystems with dependencies have less
reliability, effect level of dependent failures
(common cause failures) will go higher in system
reliability. If reliability of the components has
dependencies lower than % 90, effect level of
such failures will be significant.

It should be noted that failure effect of common
cause was considered for the first time in the
country in this research in measuring reliability
of a system (stability system input of dynamic
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situation) and level of such effect was studied in
different cases by the help of sensitivity analysis.

8. Limitations of The Study
The main limitation of this study is the value of
the reliability of the system components, which
has been available to researchers in an estimated
form due to the nature of the studied system,
which is a military system. It should be noted that
this paper is taken from a Master's thesis at
Malek-Ashtar University of Technology.
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