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ABSTRACT 
The fourth industrial revolution has changed our lives by enabling everyone to be interconnected 
virtually. A trustworthy system is required to secure large volumes of stored data in IoT-based devices. 
Blockchain technology has led to the safe transfer and storage of data. With this in mind, blockchain-
based cryptocurrencies have gained quite a bit of popularity because of their potential for financial 
transactions. In this regard, monitoring transactions networks is very fruitful to find users’ abnormal 
behaviors. In this research, a novel procedure is used to monitor cryptocurrency transactions 
networks. To do so, a random binary graph model is used to simulate the transactions between users, 
and a SCAN method is used to detect the abnormal behaviors in the simulated model. Also, a 
multivariate exponentially weighted moving average (MEWMA) control chart is used to monitor 
centrality measures. The probability of signal is used to assess the performance of the SCAN method 
and that of the MEWMA control chart in distinguishing abnormalities. Then, the procedure is adopted 
to a Bitcoin transactions dataset. 
 
KEYWORDS: Blockchain; Social networks monitoring; Cryptocurrency; Bitcoin; MEWMA; SCAN 
method. 
 

1. Introduction1 
In recent decades, industry 4.0 has changed our 
lives by enabling everyone to have interactions 
with the help of Internet-based technologies [1]. 
One of the significant concerns among people is 
data security due to the improvement of the 
Internet [1]. Therefore, it is of great importance 
to secure data of numerous smart IoT-based 
devices [1-3]. A wide range of industry 4.0-based 
applications, such as manufacturing, finance, 
healthcare, etc., are concerned with large 
volumes of data [4, 5]. Thus, a trustworthy 
system is required to secure such data [1]. The 
technology of blockchain has brought about new 
safe ways of data transferring and storing to 
achieve efficient work process in different 
industries [6]. It’s one of the most important and 
essential parts of industry 4.0 [5, 7, 8]. For 
instance, in business sector, blockchain provides 
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improved smart contracts to make easy, safe, as 
well as secure transactions among users [1].  
Nowadays, with the rapid growth of industry 4.0, 
blockchain-based cryptocurrencies have 
experienced growing popularity and interest [9], 
because the advent of blockchain technology 
brought about easy access to stored financial 
transaction data [10, 11]. A blockchain is an 
unchangeable data storehouse in which 
transactions are prolonged by nodes through the 
network [1]. Therefore, the most widespread use 
of cryptocurrency-based blockchain is in the 
finance sector [12]. The Cryptocurrencies are 
introduced to our life with Bitcoin [7]. It is the 
first and most important cryptocurrency that 
caused a global change which offers safe and 
better payment options as well as it has the 
potential to increase financial participation [7]. 
Blockchain for Bitcoin transactions is a 
decentralized data transformation technology [13] 
without involvement of any third party that 
provides data integrity and security [14]. In this 
regard, with the high-speed growth of network 
data, monitoring the attributes of blockchain-
based cryptocurrency networks and analyzing 
their trends can be fruitful in order to achieve 
numerous information among involving entities.  
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Networks are complex systems to describe real 
world problems in different areas of biological, 
social, cyber, financial, etc. [15, 16]. Especially, a 
considerable amount of research on 
cryptocurrency transactions could be done from a 
network perspective in the financial sector [9]. A 
network is a complex system by which the 
relationships among nodes are represented. As 
mentioned, the transactions of cryptocurrencies 
on the platform of Blockchain can be modeled as 
a network. Such transactions among the entities 
in the network can be monitored to identify 
unusual behavior of users. This is of great 
importance, because of lack of regulations in the 
Bitcoin market, it can cause some kinds of 
unlawful behaviors [17].  
Since the invention of Blockchain and the 
popularity of cryptocurrencies many researches 
have focused on analyzing the abnormal behavior 
of users. In this regard, Wu et al. [9] presented an 
exhaustive review of state-of-the-art research 
based on transactions analysis of 
cryptocurrencies from a network perspective. 
They summarized techniques for network 
modeling, network profiling, and transactions 
network detection. At the end, they provided 
some challenges and future research directions. 
To be more specific, they addressed the various 
models of cryptocurrency networks such as Reid 
and Harrigan[18], Chen et al.[19], Zhao et 
al.[20], and Lin et al.[21], to name but a few. In 
addition, they discussed the analysis of the 
different properties of cryptocurrency networks, 
some of which are Chen et al.[22],  Ferratti and 
D`Angelo[23], and Alqassem et al.[23, 24]. 
Additionally, they reviewed abnormal behavior 
detection research and methods in cryptocurrency 
networks, for instance, the studies of Victor[25], 
Wu et al.[26], and Lin et al.[27]. Liu et al. [28] 
analyzed data mining methods on cryptocurrency 
transactions. They provided a complete review on 
traceability and linkability analysis, collective 
transaction pattern analysis, and individual user 
behavior analysis. Anoaica and Levard [29] 
provided a quantitative analysis on Ethereum 
network. First, they computed correlation 
between internal variables and money exchange 
rate in time. Then, they represented Ethereum 
graph using user-to-user transactions to find 
major actors by using different centrality 
measures of In-Degree/Out-Degree, 
Betweenness, and Left Eigenvector. Vidal-Tomás 
[30] analyzed the effect of COVID-19 pandemic 
on the stability of cryptocurrency networks 
including, Bitcoin, Ethereum, Ripple, Litecoin. 
For the network model, they considered 
individual cryptocurrencies as nodes and the 

Pearson’s correlation coefficient as edges 
between them. Degree Centrality and 
Betweenness Centrality are monitored during the 
pandemic, as well. Bianconi and Agraval [31] 
proposed a methodology to anticipate the number 
of transactions for Bitcoin network in the future 
by computing total number of edges and 
extracting different features using machine 
learning methods. Aspembitova et al. [32] 
focused mainly on detailed analysis of network 
structural properties for Bitcoin transaction 
network. They constructed an aggregated static 
network for unique users and transactions among 
them. Then, they evaluated the evolution of 
network properties over time as well as 
investigation of major mechanisms to reveal the 
underlying mechanism that brings about a power-
low degree distribution of transaction network. 
Javarone and Wright [33] conducted a research 
on two types of networks; the Bitcoin network 
and the Bitcoin Cash network and analyzed their 
structures by focusing on global properties 
including Degree distribution, Clustering 
Coefficient, and Path Length. Ferratti and 
D`Angelo [23] considered accounts on the 
Ethereum blockchain as nodes and the 
interactions among them as links in the complex 
network model. They analyzed different 
measures and metrics at different network 
snapshots. Shi et al. [17] investigated the 
anomaly in five leading Bitcoin platforms and by 
analyzing the normalized logarithmic price return 
found that the abnormal ask price and bid price 
appear in bitFlyer at the same time.  Sabri-
Laghaie et al. [5] suggested a procedure to 
monitor latent variables of Bitcoin transactions 
for a binary Blockchain network. They used a 
hidden Markov multi‐linear tensor model 
(HMTM) and a 2T  control chart as a monitoring 
method for the binary network of cryptocurrency-
based transactions. Chen et al. [34]investigated 
how to monitor and detect structural breaks in 
dynamic networks.  To be more specific, their 
focus was on identifying anomalies immediately 
after they occurred.  To do so, they applied a 
Network Sequential Monitoring (NSM) algorithm 
to the process of network surveillance and used 
false alarm rates as well as the length of the delay 
to evaluate the performance of their proposed 
method. They also used a financial social media 
dataset form StockTwits, as a crytocurrency 
network, to indicate the applicability of their 
method. Based on closing prices and volume 
datasets, Uras et al.[35]compared linear 
regression models, as statistical methods, and 
Artificial Neural Networks, as machine-learning 
methods, to predict cryptocurrency prices 
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simultaneously. To obtain accurate price 
predictions, they employed a novel approach that 
included short-term regimes. Both machine 
learning and statistical methods were found to be 
effective in this study. The structure of 
crytocurrency networks can be used in other 
areas such as in storing the data of healthcare 
systems in a secure and useful manner. For 
instance, Malathi et al. [36] proposed a 
blockchain-based management system to indicate 
the usefulness of such systems in healthcare. A 
comprehensive review of previous studies in 
predicting cryptocurrency prices with statistical 
and machine learning methods was conducted by 
Khedr et al. [37]. Additionally, they discussed the 
challenges of forecasting prices using traditional 
statistical methods and potential research topics.  
Machine learning and statistical process control 
(SPC) methods have shown their applicability 
and effectiveness in anomaly detection purposes. 
Among the SPC tools, control charts are by all 
means the most widely used tools for detecting 
changes in processes. Despite their applicability 
for anomaly detection, these techniques have not 
gained much attention in the monitoring of 
cryptocurrency transaction networks. To do so, 
an approach which is based on the statistical 
monitoring of the transactions, including a SCAN 
method and a multivariate exponentially 
weighted moving average (MEWMA) control 

chart, is applied in this research. For this purpose, 
a random dynamic network formed by the 
transactions to consider every 
cryptocurrency account as a 
unique node and the transactions between them 
as edges. Then, the Pribe’s scan method is 
applied to the network model so as to identify 
any anomaly. After all, a MEWMA control chart 
is used to monitor the mean of binary Degree, 
Betweenness, and Closeness centrality measures. 
Thus, if any abnormality is raised in the number 
or amount of transactions as an anomaly occurs, 
the proposed control chart will be able to alert an 
out-of-control condition. 
The remainder of this paper is organized as 
follows. In section 2 all notations are described. 
Section 3 presents the network modeling of the 
problem. Section 4 provides a monitoring 
scheme. Section 5 states the simulation procedure 
to assess the performance of the proposed 
methodology. In Section 6, simulation results and 
a case study on Bitcoin transactions are offered. 
Finally, section 7 provides concluding remarks. 
 

2. Nomenclature Section 
In this section, notations used for the modeling 
and monitoring of the problem are described as 
the following. 

 
Notation Description 
i , j  Index of nodes 
t  Index of time period 
N  Number of nodes 
T  Number of time periods 

ITN  Number of simulation iterations 
( )DC v  Degree centrality of node v  

( , )u   Number of shortest paths between nodes u  and   

( , ) ( )u w  Number of shortest paths between nodes u  and   that pass through 
node w  

 )(BC   Betweenness centrality of node v  

( )w
BC   Weighted Betweenness centrality of node v  
( , )d u   Shortest distance between nodes u  and   
( )CC   Closeness centrality of node v  

( )w
CC   Weighted closeness centrality of node v  

,
k
t iO  Size of the k th neighborhood for the i th node at time t 

,
k
t iO


 The first standardization of ,
k
t iO  

k
iMO  Sample mean of ,

k
t iO  for the i th node over the last w  time periods 

k
iSDO  Standard deviation of ,

k
t iO  for the i th node over the last w  time 

periods 
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*k
tM  Second standardizations of ,

k
t iO  

k
tM  Maximum of ,1 ,2 ,, , ...,k k k

t t t NO O O
  

 
kMM  Sample mean of k

tM  at t th time period 
kSDM  Standard deviation of k

tM  at t th time period 
  Smoothing parameter of the MEWMA statistic 
  Covariance matrix 

2
tT  MEWMA statistic for time period t 
  Type I error 
p  Network proportion for applying shifts 

ijt  Link probability between nodes i and j at period t 
w  Minimum number of periods for obtaining the SCAN statistic 

SCANSP  Signal probability of the SCAN method 

MEWMASP  Signal probability of the MEWMA control chart 
 

3. Network Modeling 
In this section, some network related definitions 
are provided then the formulations required for 
modeling the problem are given. We can define a 
network [38] as a graph, ( , )G N E , which 
consists of a set of nodes, N , and a set of 
edges, E . A graph could be directed or 
undirected and weighted or unweighted. In this 
paper, we consider an undirected and unweighted 
network model, in which nodes are the 
individuals who buy or sell cryptocurrencies and 
the interactions among them are considered as 
edges. 
 
3.1. Centrality measures 
In graph theory and network analysis, centrality 
measures represent the most important vertices 
within a graph. These measures can help identify 
the most influential nodes in different networks 
[39]. Various kinds of centrality measures have 
been developed in the literature of networks. In 
this research Degree, Betweenness and Closeness 
centralities are used. Therefore, these centralities 
are defined in the following. 
 
a) Degree centrality 
The degree centrality of a node is the number of 
edges or connections linked to a particular node 
[40]. It is the simplest centrality measure and can 
represent the chance of a node in catching the 
flow (information, money, virus, etc.) of the 
network. For a given node, v, degree centrality 
can be stated as [41], 
 

( ) deg( )DC v v  (1) 
 

In a weighted network, the Degree centrality is 
the total number of the weight of the edges that 
are connected to node v.  
 
b) Betweenness centrality 
Betweenness Centrality means how many times a 
node is in-between and on the shortest path that 
connects two other nodes [42]. To calculate 
Betweenness centrality, ( , )u   is considered as 
the number of shortest paths between nodes u  
and  , and ( , ) ( )u w  the number of shortest 
paths between nodes u  and   that pass through 
the node w  [43]. The Betweenness of node w  is 
defined as, 
 

( , )

, ( , )

( )
( ) u v

B
u v G u v

w
C w




   (2) 

 
In the weighted Betweenness centrality, ( )w

BC w , 
distances are calculated by the sum of weights on 
the path between nodes.  
 
c) Closeness centrality 
Closeness Centrality is calculated as the average 
of the shortest path length from one node to every 
other node in the network, which means how 
close a node is to all other nodes [44]. We 
consider ( , )d h  as the shortest distance 
between nodes   and h . Therefore, closeness 
centrality is defined as [43], 
 

1( )
( , )C

h G
C v

d v h

  (3) 

 
In the weighted Closeness centrality, ( )w

CC v , the 
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distance is obtained by the sum of weights on the 
path. 
 

4. Monitoring Scheme 
4.1.  The SCAN method 
Generally, scan or window statistics are used to 
find a local signal in spatial data, for example the 
average pixel value of a picture. Such a local 
signal is called the local statistic, and the 
maximum value of such statistic is known as the 
scan statistic [45]. The scan statistics have a wide 
range of applications, including epidemiology, 
reliability and quality control, sociology, 
telecommunications, geography[46], and even 
social networks [45, 47]. With this in mind, 
Priebe et al [45] introduced a moving window-
based scan method for graphs, which is based on 

the maximum of degree, and maximum of 
neighborhood sizes, to calculate the so-called 
scan statistics [48-50]. The scan method is used 
in the current research to monitor the anomalies 
from a network perspective [48-50].  
Suppose that ,

k
t iO  is the size of the k th 

( 0,1, 2,...k  ) neighborhood for the i th node at 
time t. The k th neighbors of a node are all nodes 
which can be reached from the node in question 
in exactly k hops. Therefore, the size of the k th 
neighborhood for a given node is defined as the 
number of all edges between all the k th 
neighbors of a node [49]. For instance, in Figure 
1, 0

,3tO , 1
,3tO  and 2

,3tO  for the third node at time t 
are obtained as 5, 6 and 10, respectively.  

 

 
Fig. 1. A sample network 

 
To monitor the network changes, statistics ,

k
t iO , 

for 1,2,....,i N and 0,1,2k  , are 

standardized as ,
k
t iO


 and 
*k

tM . Based on Priebe 

et al. [45], the first standardization or ,
k
t iO


 for 
period t  is calculated as follows: 
 

,
, max( ,1)

k k
t i ik

t i k
i

O MO
O

SDO
 
  (4) 

 
Where, k

iMO and k
iSDO  are the sample mean 

and standard deviation of ,
k
t iO  for the i th node 

over the last w  time periods, respectively. 
Therefore, k

iMO  and k
iSDO  are obtained as the 

following: 
 

,
1

1 w
k k
i t j i

j
MO O

w 


   (5) 

1
2

2
,

1

1 ( )
1

w
k k k
i t j i i

j
SDO O MO

w 


 
   

  (6) 

 

Also, the second standardizations or 
*k

tM , for 
period t , is found as below. 
 

*

max( ,1)

k k
k t
t k

M MMM
SDM


  (7) 

 
Where k

tM is the maximum of 

,1 ,2 ,, ,...,k k k
t t t NO O O

  

, and kMM  and kSDM  are 

the sample mean and standard deviation of k
tM  
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at t th time period, respectively. Therefore, 
kMM  and kSDM  are obtained as the following: 

 

1

1 w
k k

t j
j

MM M
w 



   (8) 

1
2

2

1

1 ( )
1

w
k k k

t j
j

SDM M MM
w 



 
   

  (9) 

 

To monitor a network, statistics 
*k

tM  for 
0,1,2k   and a given w  are compared to an 

upper control limit (UCL). An out-of-control 
signal is triggered at time t, when at least one 

k
tM


 for 0,1,2k   exceeds the UCL. In this 
research, w  and UCL are set to 5 and 20, 
respectively [45].  
 
4.2. The MEWMA control chart 
The MEWMA control chart is used for the 
simultaneous monitoring of several variables, 

1 2( , ,..., )t t t mtx x xX , where m is the number of 
variables [51]. To obtain the MEWMA statistics, 
vector tZ  is defined as equation (10). 
 

1(1 )t t t    Z X Z  (10) 
 
where, 0 1   is the smoothing parameter and 
, t Z 0  [52]. The statistic that is monitored by 
the MEWMA control chart is given as equation 
(11). 
 

2 1
t t t tT   Z Q Z  (11) 

 
where, the covariance matrix tQ  is defined as 
equation (12) [51]. 
 

 21 1
2

t
t





     

Q  (12) 

 
In which,   is the covariance matrix for 
variables, that is usually estimated based on 
Phase-I data. An out-of-control signal is triggered 
when the statistic 2

tT  exceeds a UCL. For the 
purpose of designing the MEWMA control chart, 
parameters   and UCL should be specified. In 
this regard, a number of established networks are 
accumulated over a period of time, and the 

2T statistics of the networks are computed. After 

all, based on the 2T statistics and for a given , 
the UCL is calculated, thereby a type I error ( ) is 
reached. For Phase-II, new snapshots of networks 
are amassed and their 2T statistics are examined 
and contrasted with the UCL. An out of control is 
alarmed if the 2T statistic of any new network 
goes over the UCL. 
 

5. Simulation Procedure 
In this part, to assess the performance of the 
proposed monitoring methods, the simulation 
procedure, for finding network changes, is 
provided. In this regard, T in-control successive 
networks with N nodes are produced in Phase-I to 
establish the UCL of the MEWMA control chart 
and obtain the SCAN statistics. To that end, a 
link between nodes i  and j  at time t  is defined 
based on a probability ijt . It is supposed that ijt  
follows a given probability distribution function. 
To assess the performance of the proposed 
procedure, the signal probabilities of 
simulated networks in Phase-II 
are computed after applying shifts in the 
parameters of the probability distribution 
function of ijt , for different proportions of the 
networks. For this purpose, to produce T random 
networks in Phase-I and to obtain the SCAN 
statistics and the UCL of the MEWMA control 
chart for in-control networks, the next steps are 
followed: 
1) Input T, N, λ, w, and α 
2) For  1, 2, ...,t T  

2.1) For node pair    , 1i j i j N     

a) Based on ijt , generate links between 
nodes. 

2.2) For   1, 2,...,i N  

b) Calculate 0 1 2
, , ,, ,t i t i t iO O O , 

c) Based on equation (4), calculate 

,
k

t iO


 for 0,1,2k  . 

2.3) Obtain ,1 ,2 ,max( , ,..., )k k k k
t t t t NM O O O

  

 . 
2.4) Based on equation (7), 

calculate k
tM



for 0,1,2k  . 
2.5) Calculate Degree, Betweenness, and 
Closeness centralities using equations (1), 
(2), and (3) for all nodes. 
2.6) For node pair    , 1i j i j N    , 
calculate difference between Degree, 
Betweenness, and Closeness Centralities, 
and consider them 
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as, , ( ) ( )D ij D DC C i C j  , 

, ( ) ( )B ij B BC C i C j  , and 

, ( ) ( )C ij C CC C i C j  . 

2.7) Set ( , , )t D B CC C CX , where DC , BC  

and CC  are the averages of ,D ijC , ,B ijC , 

,C ijC over all edges, respectively.  

3) For a given   and  1, 2, ...,t T  find 

statistic 2
tT  based on equation (11). 

4) For all 2
tT  statistics, find a UCL that the type I 

error   is satisfied. 
For Phase-II, shifts are considered in different 
proportions of networks for assessing the 
performance of the proposed monitoring 
techniques in identifying anomalies. Without loss 
of generality, equal link probabilities are assumed 
for all edges. Then, the following steps are used 
to assess the signal probabilities: 
1) Input ITN , T, λ, w, UCL, and p 
2) For 1,..., ITi N , 

      1.1) Set 0M
icount  , 0S

icount   
      1.2) For  1, 2, ...,t T  

       a) Generate a random network, where the 
links between p percent of the nodes 
are defined based on the shifted link 
probabilities.  

b) Perform steps 2.2 to 3 of the Phase-I 
simulation procedure. 
c) For the SCAN method, 

if 0 1 2max( , , ) 5t t tM M M
  

 , set 

1S S
i icount count   and do step 2 for 

the next i, and for the MEWMA control 
chart, if 2 UCLtT  , set 

1M M
i icount count   and do step 2 for 

the next i. 
3. Evaluate SCA i TN

S
IcountS NP   and 

M
MEWMA i ITSP count N  

SCANSP  and MEWMASP  are the signal probabilities 
of the SCAN method and the MEWMA control 
chart, respectively. In other words, signal 
probability gives the probability of detecting any 

change in the network. 
 

6. Experimental Results 
In this section, to detect anomalies, the 
ability of the proposed method is evaluated 
using the simulation procedure. Then, a real 
case study on Bitcoin transactions is 
provided.  
 
6.1. Simulation study 
The simulation procedure is implemented by 
setting 1000ITN  , 1000T  , N   30 and 
100, and 0.01  . Also, it is assumed that 

Uniform(0,0.1)ijt  , which results in an 

average probability of 0.05  . Figure 1(a) 
represents a sample network with 30 nodes in 
Phase-I. In Figure 1(b) and Figure 1(c), the 
network is simulated so that the average 
probability of connection between 50% and 
100% of the nodes is set to 0.5  , 
respectively. Similarly, Figures 2 and 3 show the 
results of the SCAN method and the MEWMA 
control chart for the proposed shifts. In these 
cases, 1000 in-control networks are generated, 
then a shift is applied to the connection 
probability between 50% and 100% of the nodes. 
It can be seen that both the SCAN method and 
the MEWMA control chart are able to detect 
changes at the start of Phase-II. However, the 
SCAN method is able to clearly determine the 
change point of the network. 
To evaluate the performance of the SCAN 
method in Phase-II, 1000 consecutive networks 
with shifts in %10, %20, %50, %70, and %100 of 
the networks are generated. In this case, the 
signal probabilities are obtained for different 
shifts in the average connection probability 
between nodes. The simulation results are 
presented in Tables 1 and 2. As it is noticed, the 
MEWMA control chart is not able to identify 
changes when shifts are applied to %10 and %20 
of the network. However, the SCAN method is 
able to identify most of the shifts with high 
probability. Therefore, the SCAN method 
outperforms the MEWMA control chart and is 
efficient in detecting the shifts. 
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(a) (b) (c) 

Fig. 1. A sample network with (a) no shift, (b) shift in %50 of the nodes, and (c) shift in 
%100 of the nodes 

 
6.2. The case study 
To indicate the usefulness of the proposed 
procedure, 60 days of Mt. 
Gox leaked transactions dataset [53] from April 
to March 2011 is used to monitor Bitcoin 
transactions over time. Table 3 depicts the 
structure of the data, with columns representing 
the information on the source and target nodes, 
the amount of Bitcoin transacted, the sum of 
money spent to buy or sell Bitcoin, the money 

rate, and the transaction time. Each user, a seller 
or buyer, is defined as a different node, and a 
connection between every pair of nodes is based 
on at least one transaction happening between 
them in a day. Figure 4 depicts the amount of 
money spent to buy or sell Bitcoin on different 
days. This can be an indirect indicator of the 
increase or decrease in the number of 
transactions.

 

  
(a) (b) 

 
 

(c) (d) 

Fig. 2. (a) 0
tM


, (b) 1
tM


, (c) 2
tM


, and (d) 2T  statistics for shift in %50 of the network 

0
tM


 

1
tM


 

2
tM


 
MEWMA 
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(a) (b) 

  
(c) (d) 

Fig. 3. (a) 0
tM


, (b) 1
tM


, (c) 2
tM


, and (d) 2T  statistics for shift in %100 of the network 
 

Tab. 1. The signal probabilities for N=30 
Percent 

  %10 %20 %50 %70 %100 
MEWMA SCAN MEWMA SCAN MEWMA SCAN MEWMA SCAN MEWMA SCAN 

0.1 0 0.045 0 0.103 0.001 0.274 0.014 0.341 0.224 0.492 
0.15 0 0.066 0.005 0.124 0.008 0.319 0.120 0.45 0.757 0.641 
0.25 0 0.07 0.002 0.165 0.020 0.387 0.252 0.563 0.947 0.817 
0.35 0 0.089 0.023 0.154 0.067 0.43 0.483 0.601 0.986 0.847 
0.5 0 0.084 0.039 0.198 0.098 0.462 0.573 0.649 0.989 0.893 

 
Tab. 2. The signal probabilities for N=100 

Percent 

  %10 %20 %50 %70 %100 
MEWMA SCAN MEWMA SCAN MEWMA SCAN MEWMA SCAN MEWMA SCAN 

0.1 0 0.971 0 0.935 0 0.803 0 0.499 0 0.650 
0.15 0 0.973 0 0.954 0.005 0.889 0.002 0.841 0.044 0.767 
0.25 0 0.985 0 0.982 0.010 0.443 0.021 0.887 0.219 0.856 
0.35 0 0.988 0.001 0.985 0.022 0.437 0.006 0.618 0.609 0.902 
0.5 0 0.991 0.031 0.987 0 0.534 0.006 0.638 0.472 0.918 
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Tab. 3. A sample of the dataset 
Source Target Bitcoin Money Money Rate Date 

895 3931 23.020 18.061 0.7845786 2011-04-01 00:28:54 
895 722 10.000 7.800 0.7800000 2011-04-01 00:28:54 
895 3605 35.000 27.300 0.7800000 2011-04-01 00:28:54 

 
Also, Figure 5 illustrates the network of all 
transactions with 4525 nodes on T=1 and T=50. It 
can be seen that there is a notable difference in 
the transactions on T=50. To analyze the network 
of transactions, the scan method was initially 
applied to the dataset, which is shown in Figure 
6(a). The scan method has detected the signal on 
T=50, which means that there is a rise in the 
number of transactions starting on T=50. Then, 
by considering the first 49 days as Phase-I and 
the next 11 days as Phase-II, the MEWMA 

method was applied. In Figure 6(b), the statistic 
2T  was plotted over time. It is observed that a 

rise which began on the 50th day in Phase-II is 
detected. Comparing Figures 6(a) and 6(b) 
implies that the signals in both methods are 
almost concurrent with the increase in the amount 
of transacted Bitcoins in Figure 5. 
Therefore, we can 
conclude that there are significant changes in the 
daily number and/or amount of transactions. 

 

 
Fig. 4. The amount of money spent for transactions on different days 

  

  
(a) 1T   (b) 50T   

Fig. 5. All transactions in (a) 1T  , and (b) 50T   
 

 [
 D

ow
nl

oa
de

d 
fr

om
 ij

ie
pr

.iu
st

.a
c.

ir
 o

n 
20

25
-1

2-
14

 ]
 

                            10 / 14

https://ijiepr.iust.ac.ir/article-1-1396-en.html


11 The SCAN method to monitor cryptocurrency transactions 
 

International Journal of Industrial Engineering & Production Research, March 2022, Vol. 33, No. 1 

  
          (a)            (b) 

Fig. 6. (a)  The SCAN method, (b) the MEWMA control chart 
 

7. Conclusion 
In this research, a novel routine is proposed to 
inspect cryptocurrency transactions. To do so, 
cryptocurrency transactions among blockchain 
users are modeled as a dynamic network. Then, 
the size of the first and second neighborhoods is 
found for the network of transactions. A moving 
window-based scan method is applied to monitor 
the network changes. Simulation studies indicate 
that the SCAN method has the ability to 
distinguish any changes. As shown in Tables 1 
and 2, the MEWMA control chart is unable to 
identify changes when shifts are applied to the 
small parts of the networks. The SCAN method, 
however, is capable of identifying most of the 
shifts. As a result, the SCAN method outperforms 
the MEWMA in detecting shifts in the simulation 
study and is more efficient than the MEWMA. A 
Bitcoin transactions dataset is applied to 
represent the usefulness of such a procedure. The 
results in Figures 6(a) and 6(b) represent that the 
proposed method detects the signals occurred due 
to the increase in the number of transacted 
Bitcoins. 
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